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Overview

What Happened to my Data?

When partition (volume, drive, etc...) is deleted from a hard drive, two systems are notified:

1. The partition record in the Partition Table (which is a part of MBR) is removed.
2. Space where partition was located is labeled as 'unoccupied'. The data itself is not removed.

In the event of an accidental partition deletion we strongly recommend that you perform the recovery
operation as soon as possible. If any new partition is created instead on the same space and some
information is written there, there is a chance that the writing process may allocate some data in this
'unoccupied space' thus damaging you data located on the partition deleted previously.

Welcome to Active@ Partition Recovery

Active@ Partition Recovery is a powerful software utility, designed to restore accidentally deleted partitions
and partitions being damaged by virus or any other cause. Active@ Partition Recovery can be installed on
and run from USB disk or bootable CD/DVD, so that the risk of overwriting your data is minimized.

Active@ Partition Recovery will help you to restore partitions residing on hard drives formatted in any of the
following file systems:

e Microsoft FAT/exFAT, NTFS & ReFS

¢ Apple HFS+ / ApFS

e Linux Ext2 / Ext3 / Ext4, XFS, JFS & BtrFS
¢ Unix UFS, JFS, XFS & ZFS

¢ CD/DVD/Blu-ray, UDF & IS09660

It works under all Windows family operating systems:

e Windows 11, Windows 10, Windows 8, Windows 7

» Windows Server 2000, 2003, 2008, 2008 R2, 2012, 2016, 2019, 2022

¢ Windows XP, Vista

» Windows PE (embedded Windows environment loaded from CD/DVD/BD or USB disk

Active@ Partition Recovery supports:

® IDE, SATA, eSATA, SAS, SSD, NVMe, SCSI hard drives, USB Drives and Memory Cards
e Large-sized drives (more than 2 TB)

« Detection and recovery of deleted or damaged partitions

e Saving scan results to the storage and opening them later on

¢ Deleted partitions filtering

e Correcting BOOT.INI if needed to keep the system bootable

« Fixing damaged MBR and Deleting invalid partitions

¢ Automatic and Manual correction of Volume Boot Sectors

» Disk Image creation for further data recovery purposes

« Integration with a Disk Viewer/Editor - to be able to inspect raw disk/partition/file data

New in version 25

Latest recovery Kernel 15.01.17 includes many improvements and bug fixes
Added eBooks signatures recovery: MOBI, AZW, AZ3, AZ4, PRC, EPUB
Improved recovery of properties for PDF, MP3 and other signatures

The latest Linux Boot Disk based on openSUSE Leap 15.6

Active@ Boot Disk upgraded to WinPE based on Windows 11 24H2 code base
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New in version 24

Latest recovery Kernel 14.01.17 many improvements and bug fixes

Improved recovery for volumes with cluster size > 64Kb

Added Virtual Device mode that allows to define custom sector size and starting data offset within a sector
Improved Boot Disk — added Display Scaling and Network Drive Mapping

Active@ Boot Disk upgraded to WinPE based on Windows Server 23H2 code base

New in version 23

Improved recovery of NTFS volumes formatted with large cluster size

Latest recovery Kernel including many improvements and bug fixes

Ultimate package: improved Bootable Disk Creator — stores custom configuration for WIM PXE boot

Ultimate package: Active@ Boot Disk switched to the latest WinPE v.10 based on Windows 11 v22H2 code base

New in version 22

Performance enhancements and bug fixes
Ultimate package: improved Bootable Disk Creator
Ultimate package: Active@ Boot Disk switched to the latest WinPE v.10 based on Windows 11 v21H2 code base
Added new predefined file signatures recognition:
>  Apple iWork Pages (PAGES)
>  Apple iWork Numbers (NUMBERS)
»  Apple iWork Keynotes (KEY)

New in version 21

Added applying Boot Sector Template (all major file systems supported) to any disk’s sector
Latest Recovery Kernel includes many improvements and bug fixes

Ultimate version: Active@ Boot Disk upgraded to WinPE based on Windows 10 build 2004
Ultimate version: Active@ LiveCD upgraded to openSUSE 15.2: Linux Kernel 5.3, KDE 5.18

New in version 20

Added recovery of Apple ApFS file system
Re-implemented recovery of Microsoft ReFS file system
Latest Recovery Kernel including many improvements and bug fixes
Added new pre-defined file signatures:
»  Ancestral Quest Database File (*.AQ)
»  LibreOffice Documents
»  WPS Office Documents

New in version 19

Improved Welcome Dialog and Registration
Improved recovery of disks having 4KB (4096 bytes) sector size
Latest Recovery Kernel including many improvements and bug fixes
Improved software stability working with failing disks
Added pre-defined file signatures:
»  Finale Notation File (MUSX)
» Canon Raw Image File (CR3)
Ultimate package: Active@ Boot Disk upgraded to WinPE based on the latest Windows 10 build 1903
Ultimate package: Active@ Boot Disk now fully supports SATA & PCI-E NVMe M.2 disks

New in version 18

e Implemented more pre-defined algorithms for file signatures recognition:

»  Microsoft Office Documents (ONE, PUB)

> MySQL files (IBD,FRM,MYI)

»  Oracle VirtualBox (VDI)

> Betacase Client Info (BCB)
e Ultimate: New Easy Mode for File Recovery — simplifies search for lost files and data recovery on live volumes
e Ultimate package: The latest Active@ Boot Disk & Active@ LiveCD with Boot Disk Creator improvements
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Using QuickScan to detect partitions just
deleted

QuickScan searches for partitions being just deleted. Before you can recover partition, you must scan
unallocated space to detect the drive being deleted.

There are two methods for scanning: QuickScan and SuperScan.

E QuickScan is a fast and basic scan. Partitions that have just been deleted most likely will be detected
using this method (if no other partition has been created in unallocated space).

o SuperScan is a much slower and thorough scan. It processes the whole hard drive surface
detecting all possible deleted data. After running QuickScan, if you haven't found proper partition, try
SuperScan.

To run QuickScan, open Active@ Partition Recovery and do one of the following:

e Just click QuickScan toolbar button. It will scan ALL unallocated areas on ALL hard disk drives (and
removable devices).

e In the Local System Devices list, select the Unallocated Space under the particular Hard Disk
Drive or USB Disk and click QuickScan toolbar button or right-click the Unallocated Space and
select QuickScan from the context menu.

Disk scanning starts. To stop the scanning process for any reason, click Cancel button.

You can tell the state of your partitions by the color of the icons:

= Grey icon shows an existing partition
Grey icon with Green box shows a deleted partition that can be recovered

Grey icon with Red box shows a deleted partition that can be recovered, however this partition might has
been formatted before deletion or has some other damage.

After you complete the drive scan, to locate your deleted partitions, just look under Unallocated Space

nodes. If new partitions having blue and lime icons [ appear there - inspect them (click on icon) and verify
their content browsing the files and folders.
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You can inspect the content of the file by selecting the file and clicking Preview toolbar button, or executing
Preview command from the context menu, or by pressing Alt+P key combination.

If you satisfied with results, proceed with a partition recovery (click Recover toolbar button).

Using SuperScan to analyze deleted and
severely damaged volumes

Use SuperScan when trying to recover a partition or logical drive that you know has been deleted or
damaged and cannot be detected by QuickScan.

Another reason to use SuperScan is when the volume has been quick-formatted, or disk's surface has been
heavily overwritten by other data, so you are not able to find your deleted data using QuickScan.

SuperScan processes the whole surface of the physical device searching for all possible logical drives and
partitions, whether they are live, damaged or deleted. If a partition cannot be found, SuperScan keeps
searching. SuperScan reads each disk sector and looks for not only the boot sector, but also tries to
reconstruct the drive structure, based on residual clues to the drive's system structures that remain on the
disk surface. This is a very slow process and it usually gives much more results than QuickScan.

To run SuperScan:

1. In the Local System Devices list, select a physical device, or a volume that contains your data. It
may be a Fixed Disk, USB external or Removable Disk, Memory Card, and even Floppy Disk.
2. To open the SuperScan Options dialog box, do one of the following:

.
o In the toolbar, click SuperScan P

o Right-click the physical device node and choose SuperScan from the context menu
o Execute SuperScan command from Tools menu
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3. Fields From and Size contain currently selected object's geometry in sectors. You can switch
geometry display to other units (Bytes, MB and GB) using drop down combo box. If you click Scan
now - this area will be scanned by default

4. To select disk's area manually, type the starting sector number in the From field and the number of
sectors in the Size field. If you need several areas to be scanned, define area parameters and click
Add button, then type other area parameters and click Add again

5. Inthe Analyze and detect deleted or damaged partitions area, select the check boxes next to

the partition types that you want to look for. Clear the check boxes next to the partitions that you do

not want to look for. If you select all partition types, the scanning takes a longer time, however you
may find more recoverable partitions

Click Scan or press Enter to start SuperScan process

The statistics and progress bar appear underneath the scanning area. To stop the SuperScan at any

time, click Pause red button at bottom, or choose Pause SuperScan from the context menu. If

SuperScan has been paused, you may resume it by clicking Resume button at bottom or by

choosing Resume SuperScan from the context menu. If you have saved paused SuperScan results,

its state being saved as well, so you can resume SuperScan later on, after loading SuperScan results

- even after re-boot, or on another machine having the same HDD/USB disk attached
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8. For each SuperScan process a new virtual folder named SuperScan [YYYY-MM-DD HH:MM:SS]
has been added to the Local System Devices list. The contents of this folder displayed in the tree
(left panel) as well as in the Volumes tab (right panel). You may treat SuperScan virtual folder and
its contents the same way that you treat other device nodes in the list.
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Inspecting SuperScan results

SuperScan can be a long process. You can check the estimated run time displayed on the status panel at
bottom of the Scanning Area. You can wait until SuperScan finishes, or you can inspect and manage found
partitions (volumes) "on-the-fly":

e Click the volume in the tree (left panel) to highlight the volume position in the Scanning Area (right
panel)

e Right-click the volume and choose Properties from the context menu - to check volume integrity
and attributes being detected

e Double-click the volume, or choose QuickScan from the context menu - to scan the volume, browse
its folders, view files and so on

e You can preview files from the found volume while SuperScan is still in progress

You can inspect the content of the file by selecting the file and clicking Preview toolbar button, or executing
Preview command from the context menu, or by pressing Alt+P key combination.

¢ Important

After you complete a SuperScan, you may find hundreds of partitions. Volumes having different locations and
size, may have been created and then deleted at different times on the device being scanned. If you have
virtual VMware workstation profiles (from VMware, Inc.) or VirtualPC profiles (from Microsoft Corp.), these
files also contain partition information. Moreover, if remaining system areas of damaged disk structures not
enough to define all necessary partition parameters, SuperScan uses complex algorithms to project the most
probable parameters and instead of one partition could create 10-20 partitions having different sizes, offsets,
cluster size and so on. This does not mean that SuperScan creates a lot of garbage. This means that among
these projected partitions most likely will be the one you've lost, and most likely you'll be able to find and
recover your data. So, if you cannot find your data on the volumes having Excellent or Good recovery status,
it is still recommended that you wait until SuperScan finishes and then inspect all found volumes once again.

Filtering SuperScan results

To reduce the amount of work, you may use a filter so that you are working with a smaller set of data. After
the SuperScan, all detected volumes are displayed. When you change the settings in the filter dialog box, you
can display only selected types of volumes.

To filter SuperScan results:
1. After running SuperScan, select the virtual folder with the nhame SuperScan [date time stamp]

2. Right-click the node. From the context menu choose Filter... The Filter Found Volumes dialog box
appears
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3. To select the types of file systems to display, in the File Systems area, clear the check box beside
the types that you do not want to display. Only the selected types of file systems data will be
displayed

4. To display only those partitions within a specified size limit, in the Volume Size area, indicate the
minimum and maximum sized partitions in Megabytes (MB). Only those partitions within the specified
range will be displayed

5. To use basic filtering parameters, click Basic Filtering. To select displayed partitions based on
partition status, in the Basic Filtering [Volume Status] area, clear the check box next to each
partition status number that you do not want to display. Only the selected status ratings will be
displayed

6. To use advanced filtering parameters, click Advanced Filtering and use the bottom section:

o To restrict displayed results for found boot sector's attributes (file system-independent), in
the Basic Attributes area, select the check box beside all the types of data that you want
to display

o To restrict displayed results for NTFS-specific parameters, in the Specific to NTFS
attributes area, select the check box beside all the types of data that you want to display

o To restrict displayed results for FAT-specific parameters, in the Specific to FAT attributes
area, select the check box beside all the types of data that you want to display

7. Click Filter to set up a filter for all volumes found by SuperScan

Storing and loading SuperScan results

Depending on the size of the drive that you are scanning, it can take a long time to scan partitions. On large
or damaged drives, it can take hours. If you have to exit Active@ Partition Recovery for any reason, it would
take a long time to scan the partition again. So that you don't lose the information that you have scanned,
you may save the SuperScan results to a file. When you open Active@ Partition Recovery, opening the saved
results file takes much less time.

If you decide to stop the SuperScan process, it is easy to continue scanning from the point that you stopped.
After SuperScan has stopped, you may save the SuperScan virtual folder results, exit and re-start the
application, open SuperScan results and resume SuperScan from the last point. To continue scanning, select
the SuperScan virtual folder and click Resume button on the right of the progress bar.
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To save SuperScan results

1.

In the Local System Devices list, select the SuperScan virtual folder and do one of the following:
o Right-click the device node. From the context menu click Save Scan Results...
o From the File menu, choose Save Scan Results...
In the Save Scan Results dialog box, type a path or browse to a folder where the scan results file
is to be stored
Click Save

To open SuperScan results

el

L

From the File menu click Open Scan Results...

In the Open Scan Results dialog box, browse to the file where you saved the scan results file
Click Open

In the Matched Devices dialog box confirm the device name (HDD/USB name) to apply SuperScan
results for.

Note: Several devices might have the same name, for example, similar disks usually used in RAID
arrays. In this case the order they appear in Matched Devices dialog matches the order devices
appear in Local System Devices list. You may inspect your disks in Local System Devices list to know
for sure which device to choose.

Important

SuperScan results can be saved automatically. You can configure this option and storage path in General
tab of product Settings.

Recovery

Scan results storag

C:\Program Files\LSoft Technologies\Active@ Partition R/ EFS

Partitioning auto-backups default path

Options

% Ignore reading errors # Auto-save SuperScan results

riting errors v popup hints

% Query file meta-data properties fi ature Files

Local Devices Support

% Initialize Hard Disks

Event logging Application Style

11

Apply Cancel
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Using Last Chance - recovery by file signatures

This recovery method is helpful when primary recovery methods (QuickScan and SuperScan) haven't
detected deleted or damaged partitions you are looking for. Advanced Last Chance recovery method allows
to detect and to recover files by their specific signatures on severely damaged volumes. Supported 117
standard file signatures, including Music, Photos, Camera Raw Images, eBooks, Office Documents and more.
Last Chance recovery is the only option when partition recovery was unsuccessful due to serious damage to
the partitions data. Built-in file Organizer allows to rename and to organize files (detected by signatures) in a
proper directories structure.

This recovery method tries to detect all un-fragmented files based on their standard signatures. In most
cases we will be able to detect and properly recover the contents of lost files. However we won't be able to
detect the file system attributes (eg. original filename, creation date, modification date etc). Detected and
recovered files will be grouped by file extension only, and will have abstract file names. The File Organizing
feature will help you to group your files into folders based on extended file attributes (available for some file
types). For example, songs may be grouped by artist and or album, and photo images may be grouped by
camera and the date the photo was taken.

To use Last Chance recovery method:

1. Launch an Active@ Partition Recovery and click Last Chance toolbar button, or click Last Chance
from Tools menu

2. Select the disks you wish to analyze, or de-select disks you are not interested in, and click Next

3. Confirm file signatures to be analyzed and de-select file types you are not interested in recovering
(this will speed up the process significantly)

; Last Chance Recovery - Recover all files recognizable by their signal ﬂ

peed up the

4, C(Click Start button and wait until the scan process completes

5. Review found by signatures files, Preview file content to make sure files are recoverable and it's what
you need
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6. If needed, re-organize found files in folders by specific attributes using File Organizer

7. Select file groups or particular files to be recovered and click Recover toolbar button to recover
them all at once

To organize and recover files detected by signatures:

1. Select SuperScan node in the tree view on the left and Signature Files tab in the list view on the
right

2. Expand general groups (Music, Documents) and specific sub-types (MP3, XLS,..) to inspect what is
detected:
¥ Organizer Show Attributes: Subsequent Column Sorting: m
Mame Size Count Attr#1 Attr #2
1.97 GB 309
1.97 GB 309 ARTIST ALBUM
e658e4e56dc01-db5>_ Conte... 1.04 MB nt-| L:nqth 1. e- bytes 2... -
In Walthamstow.mp3 9.90 MB S er.
9.03 MB

Good.mp3 8.94 MB
Me.mp3 7.89 MB

Schizophrenic Playboy.mp3 841 MB
Ro p3 847 MB
Raining In My Heartmp3 7.94 MB
g My Mind.mp3 841 MB ' g
: Soul.mp3 104 MB e e 3 Fire & Soul
3 119 MB e e 3 Conduct
I 109 MB e e R Astral Proje...
8.18 MB The Pretty Light Me Up You
E uonc ran 6.23 MB The Prum. R... quht Me Up \IHLd\

L L L LD L0 L LY L L L L0 LD L

3. Iffile detectedby 5|gnatures has some extendedattrlbutes I|ke AUTHOR CREATED, TITLE, etc.,
these attributes will be displayed on the right. By default the only 5 first detected file attributes being
displayed. To display more attributes, use Show Attributes drop down list

o

4. By default files are not sorted and displayed in the order of detection. To group files by attributes,
click the column you want to sort on. If Subsequent Column Sorting option is turned ON, files are
grouped & sorted on all columns followed the column you clicked. This could be convenient, for
example, if you want to group music by Artist and then by Album

5. If you want to hide some attributes or change display order, click Organizer button on the toolbar
to open Signature Files Organizer. Dialog appears and you can change the attribute for the
particular file type (MP3, XLS, ...) to be displayed in the particular column on the screen. For
example, default column order for music is Artist, Album, Title, Genre, Year,... To group MP3 first
by Year, then by Artist, then by Album, change column order this way:

File Type Attribute Mame Column

_ ARTIST Attribute 2
nef ALBUM Attribute 3
jpg TITLE Attribute 4
o GENRE Aftribute 5
I YEAR Attribute 1

ef
£ COMMENTS Attribute 6

o VERSION Attribute 7

Cre

FWXKX Not Displayed
kdc TRACK Not Displayed ]
#TCON Mot Displayed — ~

[IELWeb g =R (S AVET ) Original File Name v

Apply Cancel
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.. and you will see:

Name Size Count £ Attr #2 Attr#3 Attr #4
™ Music and Videos 42.8 MB
@ mp3 42.8 MB ARTIST ALBUM TITLE
| ] D:pmhc Mode_Halo.mp3 10.3 MB Depeche Mode Violator Halo

B Depeche Mode cy of truth... 11.3 MB 99 ) Mode Violator Policy of truth
| ] Dcpmhc Mode Warld in rn). 10.2 MB 9 Dep Mode Vioclator World in my ..
| ] D:pmhd mode_ 10.0 MB 2006 Depeche Mode Thd Bd,‘[ of D N;—:\cr Lc!'t Mc:

; 3 1.01 MB ; Dido <

To recover files detected by Signatures, select the particular file or group of files, or even all
signature files and click Recover button. On Recovery Options dialog use Organize by file
meta-data option to group files in folders based on attributes (meta-data):

Use Attribute-based folder depth parameter to organize recovered files in a specified number of
sub-folders. For example, for the MP3 files default columns are Artist, Album, Title and default
folder depth is 2. When you recover MP3s using default parameters, your music files will be
organized first by Artist, then by Album, so all album songs will be in one folder. If you reorganize
columns display like in example above (Year, Artist, Album,...) and specify folder depth 3, after
recovery you'll have music grouped in folders first by Year, then by Artist, then by Album.
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Restoring a Deleted or Corrupted Partition
detected by QuickScan or SuperScan

There are two basic approaches for restoring all volume data:

1. Physical recovery of the boot sector and partition table (in-place recovery)
2. Copy all data to a new safe location (to another attached or external physical disk)

First option (in-place recovery) works best when the partition/volume was just deleted, or the data and the
file system on deleted/re-created/re-formatted partition have not been severely damaged (overwritten). In
this case the recovery process is very fast, and you'll be able to access your files using Windows Explorer (or
any other program) immediately after recovery. However, if some data overwriting occurred, or damage to
the file system took place, Windows might not recognize the recovered volume (a drive with an assigned
letter does not appear), or you may get messages like "Drive is not accessible". In this case you should try
the second option: copy all existing data from the corrupted volume to a new physical disk.

There are other scenarios when you do not want to recover your data in-place. You just want to restore all
live (non-deleted) volume data (files and folders) to another media in a single operation. Possible scenarios
when this is applicable:

USB Flash or Camera Memory Card is damaged or formatted

Hard Disk has some physical damage (unreadable or bad sectors)

Volume boot sector is damaged by virus or power surge and volume becomes unreadable
Partition or volume has been formatted accidentally

RAID Disk Array crashed and needs to be re-built

Copying All Volume Data to another Location

This approach is the safest way to get all your data backed up to a new safe place (storage), however this is
also the slowest way. You keep your original damaged disk (all data on it remain untouched), and just copy
all your valuable information to a dedicated attached HDD/SDD, external USB Disk or USB Flash Card. The
copy process itself could take a long time, especially in cases where you have terabytes of data (videos or
photo archives).

To Copy All Volume Data to a New Disk:

1. In Active@ Partition Recovery, use QuickScan or SuperScan to detect a deleted or damaged
partition, verify its content, and select the partition node
2. To open the Recovery Options dialog box, use one of the following methods:

Click Recover on the toolbar
Right-click the volume, and then choose Recover from the context menu
Execute Recover command from Tools menu
o Press Ctrl+R key combination
3. Make sure Copy All Data to a New Disk tab is active:

o O O
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Select Target

B Recover Files Folders only = Copy All Volume Data (sector by secto

MName Free Space  Description
¢ NO NAME (E) 393 MB Not enough space to allocate all volume d
@ hybrid (2:) 284 GB Ready to allocate all volume data

] I

4. Select a recovery method:

¢ Recover Files & Folders only — copies all safe files and folders from the partition being
recovered to a new target disk. Original data structure (location of files and directories in
folder’s tree) and file's attributes (creation date, read-only flag, etc..) have been duplicated
as well. Advantage of this method is that copied files are guaranteed to be readable
(accessible) on a new target. Disadvantage is that system areas, meta-data and deleted data
are not copied, so future data recovery of damaged file system is not possible on a new
target.

e Copy All Volume Data (sector by sector copy) — copies all occupied sectors on the volume
as it is specified in file system’s allocation bitmap. This means than all system areas (like
MFT records, or FAT tables) have been duplicated as well, and along with safe files and
folders you can recover files being marked as deleted as well, so future data recovery is
possible even from the new disk (target). This can be considered as a significant advantage.
Disadvantage is that if some system areas (for example MFT, or boot sector) on the found
partition are damaged, target disk will have exactly the same damaged data, and when
accessing the new volume, or files on it, you can get error messages, like “access denied”.

5. Select a designated disk (having enough storage space) to copy all of your data to (target). A list box
displays all available disks in the system, excluding physical disks where the currently running
operating system is installed. You can plug-in more disks (or remove some of them them) and the
software should detect and display them here immediately. Make sure you select a proper target
disk, as before the data copying occurs it will be formatted (all existing data, if any, will be lost).

6. Click Recover and wait while all volume data is copied to the new destination

After completion Windows Explorer should be launched and you can access and inspect your data at the new
location.

¢ Important

Copy All Data to a New Disk command re-formats the target disk, destroying all data on it, before all data
being copied to. Be careful and select a proper target disk, which doesn’t contain anything important!
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Restoring a deleted/damaged volume in-place

This approach is the fastest way to return your volume "back to life" in the place where it resided originally.
However this could be a dangerous and non-guaranteed method. Recovery of partition information,
volume boot sector and partition table usually takes only a couple seconds. However, you need to be
absolutely sure that you recover a proper volume, and recovery is successful only when file system itself has
not been damaged previously.

This way works best when you just deleted a volume, realized the problem, and immediately started the
recovery process. In this case not many data overwrite operations occurred within the Windows
environment, so most of your data structures would not have been damaged.

In case if you formatted the disk and installed a new OS, or copied some files to a newly formatted partition,
you may still try this approach. However, chances that some critical file system data structures have not
been damaged are low, and most likely Windows would not be able to access a logical disk after recovery
and you will see something like: "Volume is not accessible or damaged" and "Do you want to format the
volume?", and you'll need to delete this invalid partition and try another approach.

To evaluate your chances for successful physical recovery (in-place recovery), take a look at the icon besides
the found volume. You can distinguish deleted partitions from existing ones by the icons:

[3 Grey icon shows an existing partition or drive visible in Windows Explorer
[3 Green icon shows live drive in SuperScan results (having a letter assigned)

[8 Grey icon with green mark shows a deleted partition with an excellent integrity status. This means
the chances for successful in-place recovery are good

[ Grey icon with brown mark shows a deleted partition with an acceptable integrity status. This means
that there is some chance for successful in-place recovery

[d Grey icon with red mark shows a deleted partition with Poor integrity status. However this partition
might have been formatted before deletion or has some other damage, so there are minimal chances of
successful volume recovery in-place

To restore a deleted partition:

1. In Active@ Partition Recovery, use QuickScan or SuperScan to detect deleted partition, verify its
content and select the deleted partition node.
2. To open the Recovery Options dialog box, use one of the following methods:

Click Recover on the toolbar

Right-click the file, and then choose Recover from the context menu
Execute Recover command from Tools menu
Press Ctrl+R key combination

o O O O

3. Make sure Recover Volume in-Place tab is active:
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% Recover options

cover Volume InFlace ; Copy All Data to a New Disk

Assign Disk Letter

W SetPartition Active (boot Operating System from it)

Boot Sector Check & Fix
2 Automatic

4. To assign a partition to be recovered non-default disk letter, you may choose one of available letters
from the drop-down box

5. To mark a partition to be recovered as an Active , you may check the related check box. Be careful!
If you mark as an Active a partition that does not have system files on it for the booting process -
your computer might not boot properly. So mark it as an Active only when you sure 100% percent
that partition being recovered had an Active status before deletion

6. In some cases partition being recovered seems to be not a Primary type, but the Logical Diskin the
Extended partition. In this case Create Extended Partition First options will be available, if no
Extended partition exists on the disk. Keep it turned on if you want to create Extended partition
container first, then to place your recovered partition inside. If option use ALL Unallocated area is
turned off - Extended partition (container) will have the same size as partition being recovered,
otherwise Extended partition (container) would occupy all unallocated space on the disk

7. You have an option to execute either Automatic or Manual recovery to check and fix the Volume
Boot Sector. If you are not familiar with disk low-level structures, use Automatic mode. If you know
a lot about sectors, clusters, FAT, MFT, etc.. you can choose Manual mode to check the parameters
manually and to select the most appropriate action

8. Click Recover

After the recovery process is complete, a confirmation message pops up. Make sure that the results are
correct by verifying the contents of the recovered partition in the Windows Explorer. Recovered partition
should appear there after you refresh its content.

Manual mode for Volume Boot Sector Recovery
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both b
proper action

Primary Boot Sector Copy of Boot Sector | Boot Sector Template

2048 &5 1024 2048
786432 I 786432 786432
2 2 B 2
1024 & 1024 1024
4006 B 4006 B
Y - s
18456575 & 18456575
512

Load...

Action
Duplicate the Primary Boo
Duplicate the Copy of B [
ctor Template into both

Recover

If you've chosen Manual mode for the Boot Sector Check & Fix, dialog like above appears.

You can:

o Verify the parameters of the Primary and Copy of Boot Sector located on the disk. Parameters that
look like invalid are marked with a red mark. Boot Sector Template column is formed
programmatically and contains the most appropriate parameters for the partition found

e Save to the file raw Primary Boot Sector or Copy of Boot Sector to be able to analyze these raw
values in Hex Editor or third party software, or restore them back if recovery is unsuccessful

e Load from the file raw Primary Boot Sector or Copy of Boot Sector to restore them back after
unsuccessful recovery

e See the Overall Status of Partition Boot Sectors (their validity and match)

e Choose an Action to execute for the Boot Sectors while partition recovery:

1. Duplicate Primary Boot Sector into a Copy of Boot Sector - if you are sure that Primary Boot
Sectoris valid, but Copyis not

2. Duplicate Copy of Boot Sector into a Primary Boot Sector - if you are sure that Copy of Boot
Sector is valid, but Primary is not

3. Copy Boot Sector Template into both Boot Sectors - if both Primary and Copy of Boot Sector
look invalid

4. Do NOT fix Boot Sectors - if both Boot Sectors look valid and match each other and the Boot
Sector Template values.

In the example above, even you are not a specialist - you can notice that Copy of Boot Sector contains
some garbage (i.e. damaged), the red marks appear next to the fields, so the most appropriate action is to
Duplicate Primary Boot Sector into a Copy of Boot Sector.

% Important

Recover Deleted Partition command for the hardware device has been automatically logged to the
partitioning backup file, and you can always rollback you changes later on.
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[# Note

Recover Deleted Partition function is available in commercial (purchased) version only.
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Rollback, Backup and Restore Disk Partitioning
Info

Disk Partitioning Information is an MBR, Partition Table and Volume Boot Sectors for each existing partition
on the disk.

You might ask, "Why should I backup Partitioning Info?"

Here is the answer: If you something goes wrong while attempting to recover the partition (for example you
recovered wrong partition), you will be able to restore original partitioning structure for the drive being
repaired.

Automatic Partitioning Backups

When you are trying to resolve your partitioning problem, you usually execute such commands of Active@
Partition Recovery as Fix MBR, Fix Boot Sector, Delete Invalid Partition and Recover partition. Every
command execution has been automatically logged the partitioning backup file. If something goes wrong
(you recovered not a proper partition, you accidentally removed a valid partition...) you always have a
chance to rollback your last changes to the system.

Backups are stored for each physical device at the location Partitioning auto-backups default path in
Settings.

To rollback partitioning changes:

1. Start Active@ Partition Recovery and select a physical device that you want to rollback changes
for

From Tools menu click Rollback Partition Changes... command

Select a backup file, or confirm the backup file default location

Select a restore point to rollback to. If you executed several commands, these commands listed from
top to bottom, and you can select a particular place to revert to

5. Click Rollback

6. Rollback process starts, you can check the results in log

i “
2 Restore Partiion Infa <=

HwnN

Jun-05-2012
USB DISK 2.0

Default backup file

Z:\USB DISK 20 Partition Chanaes Jun-05-2012.bkp

Event Date Status Params
Fix MBR. Jun 052012 11:3...  OK Typical Code
Delete Partition  Jun 05 2012 11:3... OK FS=8064, TS=15116928, ...

Rollback
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¥ Important

To be able to rollback partitioning to the any particular restore point, we recommend you to use the only
standard functions of Active@ Partition Recovery, and avoid using other tools, like Windows Disk Manager (to
remove partitions, initialize disk, etc..)

To backup Disk Partitioning Info:

1. Start Active@ Partition Recovery and select a physical device (HDD, USB, MemoryCard...) that
you want to create a backup for

2. From Tools menu click Backup Partitioning Info... command
3. Select a file name and location where to store backup
4, C(Click Save

To restore Disk Partitioning Info from the backup:

1. Start Active@ Partition Recovery and select a physical device that you want to restore backup for
2. From Tools menu click Restore Partitioning Info... command

3. Select a backup file

4. Click Open

5. Restoration process starts, you can check the results in log

¢ Important

Existing disk partitioning structure will be overwritten on the disk where you restore Disk Partitioning Info
backup file to.
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Fix Damaged MBR and Delete Invalid Partition
Fixing MBR

If partition table looks OK for the disk you are recovering (you see all volumes in the Explorer Tree), but your
computer still does not boot from this disk, it is possible that Master Boot Record (MBR) is damaged by virus
or overwritten. You can try to use Fix MBR command to replace existing MBR with the one from the set of
templates (the typical one).

To fix damaged Master Boot Record (MBR):

Select the disk in you want to fix MBR for (place cursor on it)

In the main window, from the Tools menu, choose Fix MBR (Create Typical MBR)
In confirmation dialog make sure that a proper disk is selected for MBR fixing

Click Yes to confirm the command and wait while list of disks is being refreshed

e

Deleting Invalid Partition

If you know for sure that partition on the disk is NOT valid (damaged, or created by mistake instead of
deleted one, or recovered not properly) you can delete the existing partition first and then try to search for
partitions being deleted previously.

This is also the only option when you found deleted partition using QuickScan or SuperScan, and you
know for sure that it is valid, but you are unable to recover it due to overlapping with others existing
partitions. You are to detect the invalid partition first, delete it and then to recover the only partition you are
interested in.

To Delete Invalid Partition:
1. Verify that existing partition you want to delete is actually invalid partition (Windows Explorer is not

displaying it properly, or unable to access it and suggests to format it, or displays a garbage instead
of your files)

2. Select the partition to be deleted (place cursor on it)

3. In the main window, from the Tools menu, choose Delete Invalid Partition

4. In confirmation dialog make sure that a proper partition is selected for deletion

5. Click Yes to confirm the command and wait while list of disks is being refreshed
[ Note

You can delete the only existing partition (Primary or Extended) and you cannot delete the System
partition (Active one or having Windows installed) . If you need to delete the Extended partition, make
sure that it is empty (no logical drives left in it). If logical drives exist in Extended partition, you are to
delete them first, then to delete Extended partition itself.

% Important

Fix MBR and Delete Invalid Partition commands for the hardware device has been automatically logged
to the partitioning backup file, and you can always rollback you changes later on.
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[# Note

Fix MBR function is available in commercial (purchased) version only.
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Fix Damaged Partition Boot Sector

Fixing Partition Boot Sector

If partition looks OK for the disk you are recovering (you see all volumes in the Explorer Tree), but Windows
still does not recognize a volume, or says "Volume is inaccessible" , it is possible that Partition Boot Sector
(or Copy of Boot Sector) is damaged by virus or overwritten. You can try to use Fix Boot Sector command

to replace Primary Boot Sector with its Copy (or backward), or both of them from the set of templates
(typical boot sector). The idea is the same as for the Manual Partition Recovery Mode.

To fix damaged Partition Boot Sector:

[y

Select the volume (logical disk) you want to fix Boot Sector for (place cursor on it)
2. In the main window, from the Tools menu, choose Fix Boot Sector... or execute the same
command from the context menu

3. In the dialog compare boot sector values, change them if needed, and select an action to execute

4. Click Recover to confirm the command and wait while list of disks is being refreshed

Partition Boot Sector

and both boo
proper action

Primary Boot Sector Copy of Boot Sector || Boot Sector Template

NTFS

2043 I 1024 B8 2048
786432 & 780432 I8 786432
2 B 2 B
1024 B 1024
4096 4096
s I s I
18456575 & 18456575
512 B8

Action
Duplicate the Primary Boot Sector

Copy Boot Sector Templa
Do NOT fix Boot Sectors.

Recover Cancel

¢ Important

Fix Boot Sector command for the hardware device has been automatically logged to the partitioning
backup file, and you can always rollback you changes later on.

[# Note

Fix Boot Sector function is available in commercial (purchased) version only.
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Apply Boot Sector Template

Applying Boot Sector Template to any disk’s sector

In some rare cases partition cannot be automatically recovered successfully due to the damage of boot
sector structures. Another scenario includes deleted/damaged volume cannot even be found due to critical
damage of volume structures.

If you know exact location of a Volume Boot Sector and its parameters, you can try to recover Boot Sector
manually by applying a proper Boot Sector Template (all major file systems supported) to a particular disk

sector.

To apply a Boot Sector Template:

1

Start Active@ Partition Recovery and select any existing or found volume/partition on the
physical device where you want to apply a Boot Sector Template and click Boot Sector
Template... from Tools menu or from the context menu

Boot Sector Template dialog appears:

)P Fixed Diskl vMware, Wiware Virtual S SCS... .i Brovwser 2020-06-01 103146 Eaia

Li DATA (D) 2] CroHip 2018-10-21 15:38:15 2019-
]
[F = Boot Sector Template ﬂ
G
File System Selected Sector: 0 0 -] setsecter |

FAT
= |raTaz Marne |
‘ BEELT e | Fil System Identificator: WTFS
@ | ——

W Una |gur3 Hidden Sectors: 63
Extd
UFS $MFT Start Cluster: FEE432
R&Fs
BtFS FMFTMirr Start Cluster: 7863813
XFS
JFS MFT Record Size (bytes): 1024
ApFS

Walue |

4
Q
9
Q

]

J

Index Elock Size (bytes): 4098
Sectors per Cluster: g
Total Sectors: 125621016
Bytes per Sector: 512

Signature (55 A4 5544

In case if you want to fix not the volume's first sector (zero numbered) and you know exact location,
type the sector number to the Selected Sector filed, then click Set Sector button. Alternatively
you can use plus and minus buttons to navigate. Sectors are numbered starting from zero number
and navigation occurs only within selected volume/partition

Apply a particular File System Template by clicking a related item in the list at the left side. All
major file systems are supported

Chosen File System Template will be applied to the selected sector and file system’s boot sector
structure will be pre-populated with valued being read from the selected sector

Basic validity check is performed and if applied values are valid, these numbers will be displayed in
green color. If values presumably invalid — you will see red colored values

You can change any parameter manually by typing proper values to selected parameters, however
you need a deep knowledge of disk structures

If you are satisfied with an applied template and its parameters, click Save button to store changes
back to the selected sector on disk.

Important

This feature designed for use by Professionals only. You need a deep knowledge of Boot Sector and File
System structures to be able to apply proper Boot Sector parameters.
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Create Virtual Device with custom geometry

Active@ Partition Recovery provides an easy way to create virtual disks based on known geometry that
makes deleted data accessible.

To create a Virtual Device:

1. Select a Physical Disk (or opened Disk Image) which will be the base for the virtual device, then from
the Tools menu, choose Create Virtual Device... This will open Create Virtual Device dialog:

Create Virtual Device =
Device Name |
SAMSUNG MZVLWS512HMIP-000L7

First Sector: o
Total Sectors: 1000215216
Bytes per Sector: |4096 |

Dffset in Sector: |0 | [0..4094] bytes

2. To indicate the offset and the size of virtual device, measured in sectors (each sector usually 512 or
4096 bytes), type the values in the First Sector and Total Sectors fields.

3. To indicate the size of the sector on virtual device, select a desired value from Bytes per Sector
combobox. This value can be different from physical sector size on the device. Values mostly used
are 512 and 4096 bytes.

4. To indicate the start offset in the sector on base device, fill in Offset in Sector field. Usually disk's
data objects (partitions, boot sectors...) start with zero offset, however in rare cases some specific
disk controllers (or even malware, scrumbling the data) could move data start point to non-zero
offset within a sector.

5. Click Create to create a Virtual Device.

6. Inthe Local System Devices list, a new Virtual Device Node appears. You may treat this new node
and its contents the same way that you treat other devices in the list.

You may treat created virtual disks the same way as you treat other disks\devices. You can do QuickScan
or SuperScan for virtual objects, search for file signatures and perform data recovery for the found files and
folders.

Create a Disk Image

A Disk Image is a mirror copy of your entire logical drive or physical device stored as set of files. It may be
a good idea to create a Disk Image for a drive, if you have enough space on another drive.

You might ask, "Why should I create a Disk Image on a drive that holds my data?"
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Here is the answer: If you do something wrong while attempting to recover the partition, you will be able to
recover all files and folders from the Disk Image that you have wisely created using Active@ Parition
Recovery or other tools like Active@ File Recovery.

Disk Image (Active@ Image format) consists of configuration file (with an extension .DIM) and set of file
chunks having extensions .000, .001, .002 ... By default Active@ Partition Recovery tries to create one file
(chunk) for the whole volume/device, however, in case if target location is FAT, it may not be possible due to
file system limitations. In this particular case disk image split to several chunks and each file has a size of
2Gb. Chunks content can be RAW or RAW-Compressed, depending on settings.

To create a Disk Image:

ounkw

Start Active@ Partition Recovery and select a drive or physical device that you want to create an
image for.
To open the Create Disk Image dialog box, do one of the following:
o Select the Disk or Volume in Local System Devices list and choose Create Image from the
File menu or press Ctrl+I key combination
o Right-click the selected item, and choose Create Image on the context menu
In the Save In drop-down list, select another physical device or to another logical drive
Browse to the folder where you want to save the Disk Image
To give the Disk Image file a different name, type one in the File Name field
Click Save

Watch the progress and wait while drive's contents are copied to the new location. You may cancel the
process of image creation anytime by clicking Stop.

¢ Important

You must always create a Disk Image on a drive other than the source drive. Do not try to save a Disk
Image of a drive onto itself.
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Open and Work with a Disk Image

A Disk Image is a mirror copy of your entire logical drive or physical device stored as file or set of files. If you
have enough space on another drive, it may be a good idea to create a Disk Image for a drive containing
deleted files that you want to recover.

Active@ Partition Recovery can open:

RAW and RAW-Compressed disk images (Active@ Image format: *.DIM)
RAW disk images created by third party software (WinHex, etc...)

Disk Images (RAW format) composed from several chunks

VMWARE (*.vmdk) and VirtualPC (*.vhd) Disk Images

To open a Disk Image:

[y

Start Active@ Partition Recovery.
2. To invoke the Open Image dialog, do one of the following:
o Press Ctrl+0 key combination
o Inthe File menu, choose Open Image...
3. Use drop-down listbox at bottom to specify disk image type: Active@ Image, Any RAW image,
VMWare or VirtualPC disk image
4. Locate and select disk image file you want to open. Click Open
5. Confirm Disk Image Type, Bytes per Sector and chunks, specified in configuration file:

(o Open Image
Properties

Chunks
Marme Add

6. If there are no configuration file, you can add chunks and change their order manually, using buttons
at the right side
7. Click OK to complete configuration and read disk image structures.

The opened disk image appears in the Local System Devices list.

You may treat the opened Disk Image node and its content the same way that you treat other device nodes
in the list. You may follow the same steps to perform SuperScan to detect deleted and damaged volumes,
to Scan the volume, and then to Recover all files and folders to another location.

[ Note

If you've created raw disk image using other third-party utilities (like copying sectors from WinHex) you are
still able to open it! Just choose Any Raw Image disk image type in the Open File standard dialog and you
will see all files on the disk. Select the required one.
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Inspect file headers and disk data (raw sectors)
with integrated Disk Editor (Hex Viewer)

Advanced users and IT professionals may require inspecting raw disk structures before actual recovery
occurs - to evaluate damage to the data and recovery chances. For these purposes Disk Editor (Hex Viewer)
supplied as a separate application and is accessible from recovery panel. Launch it from the context menu for
the object to be inspected (hard disk, volume, file data):

_—
"‘ Back a‘ > : SuperScan q;,_ Recover n Last Chance

<

|;| Local 5ystem Devices

& Fixed z a... | B Created

Ctrl+R

Ctrl+Enter

Ctrl+1

B BACKUPS (. ect R a
« Unallocated Sg Propertie Alt+Enter

Volume Infor..
ef 0 bytes -
B $BadClus
B $Bitmap 0 bytes 2009-04-22

For NTFS volumes MFT records inspection is available, Disk Editor is launched and MFT record template is
applied for binary data automatically:

lLocal System Devices H rams(F) P search

E FI|'3|:'|:"5"' Disk me i Created

e EMFT 96.0 KB 2012-05-09 15:50:20
EMFTMirr 5 KB 2012-05-09 15:50:20
£Secure -05-09 15:50:20
S pCase -05-09 15:50:20
volume
IMG_0079.IPG

IMG_0081.IPG

Mykilld

RAID5 (F)-099 ¢
Thumbs.db
Unallocated Space |

Ctrl+P
Properties Alt+Enter

Active@ Disk Editor basics

Active@ Disk Editor uses a simple, low-level disk viewer which displays information in binary and text modes
at the same time. You can use this view to analyze the contents of data storage structure elements such as:

Hard disk drives
SSD & USB Disks
Partitions & Volumes
Files

31 Active@ Partition Recovery Guide



Download the installation package and get full manual at: www.disk-editor.org

The Main Features

e Enhanced template view
e Detailed MFT record information
e Side-by-side Compare and Edit
e Fields coloring with data in tooltips
o Extensive exFAT support
e Fast navigation points
e Filling selection with a pattern
e Unicode support
e Quick Disk Info
e Bookmarks
e Data Inspector
7 Disk Editor 42 =
File View ‘Window Help
Te lat: 8 xX|| —y .
=i d Save @ Back &P Find %Nawgale - ) Go to Offset »Gutusannr
-
INTFS Boot Sector v & 8 & oo oo Ejview = [alascr’ (o] Uricode
Name Offset Value |l Offset o 1 2 3 4 5 ¢ 7- 8 9 A B C D E F Unicode
IMP instruction 000 EB5290 000000000 [EB 52 90|[4E 54 46 53 20 20 20 20]/00 02 08 00 00 oL
OEMID 003 NTFS 000000010 (00 00 00 00 00 F8 00 00 3F 00 FF 00 00 08 00 00 eyl
4 BIOS Parameter Block  00B 000000020 |00 00 00 00 80 00 80 00 FF OF 19 01 00 00 00 00  ....B.Buflleeens  oenns e.
Bytes per sector 008 512 000000030 (B9 FF 0B 00 00 00 00 00 02 00 00 00 00 00 00 00  MHaeeeeeueenaeens | oeeeens
Sectors per cluster oD |8 000000040 | |F6 00 00 00 01 00 00 00 6F AC BF 2E F9 BF 2E 3A Buvennn
Reserved sectors 00 o 000000050 |00 00 00 00/[FA 33 CO 88 DO BC 00 IC FB 68 CO 07| ....B3ABP. |mhA.| .......
(always zero) 010 000000 |= | 000000060 [IF 1E 68 66 00 CB 88 16 OE 00 66 81 3E 03 00 4E [ hf.JNE...ff> N £....1.
(onused) 013 0000 000000070 |54 46 53 75 15 B4 41 BB AA 55 CD 13 72 0C 81 FB| MFSu.TA»EUH.r.Te  .......
Media desariptor o1s 243 000000080 |55 AR 75 06 F7 C1 01 00 75 03 E9 DD 00 1E 83 EC| UEu.uB..u.#3..r'™ .f.. .3
wnused) w16 10000 000000090 |18 68 1A 00 B4 48 8A 16 OE 00 8B F4 16 1F CD 13| |h..THB...<®..H.| .......
st ok ois |3 0000000R0 | |9F 83 c4 18 9E 58 1F 72 E1 3B 06 OB 00 75 DB A3| LAA.AX.T6;...UHJ  .......
Nec :Spe:hmd o s 0000000BO | |OF 00 C1 2E OF 00 04 1E  SA 33 DB B9 00 20 2B CB| |..B..... Z3HN. +1]
umoer ot heads 0000000C0 |66 FF 06 11 00 03 16 OF 00 8E C2 FF 06 16 00 E8| (fa....... BBa...H  .:
Hidden sectors 01C 12048 — | 0000000DO  |4B 00 2B C8 77 EF BS 00 BB CD 1A 66 23 CO 75 2D K.+Wwne.»H.f§Au-| K.
{unused) 020 000000 000po00E0 | |66 81 FB 54 43 50 41 75 24 81 F9 02 01 72 1E 16 [ffuTCPAuSFm..r..| .
Signature 024 1800080 .. 0000000F0 |68 07 BB 16 68 70 OE 16 68 09 00 66 53 66 53 66 h.».hp..h..£SESE G......
Total sectors 028 | 18456,575 000000100 |55 16 16 16 68 B8 01 66 61 OB 07 CD 1A 33 CO BEF| U...hé.fa..H.3R% .......
SMFT cluster number 030 786,361 000000110 |28 10 B9 DB OF FC F3 AA E9 5F 01 90 90 66 60 1E| |(.NIL.byeit .BBHE .|| .......
SMFTMirr cluster num... | 038 2 ~ | 000000120 |06 66 Al 11 00 66 03 06 1C 00 1E 66 68 00 00 00| |.£¥..f..... fh. ._--h
<« i b 000000130 |00 66 50 06 53 68 01 00 68 10 00 B4 42 8A 16 OE| |.fP.Sh..h..TBB..| ,......
Data Inspector s x|| 000000140 |[00 16 1F 8B F4 CD 13 66 59 SB SA 66 59 66 59 1F| | |...<dH.EY[ZEYEY. | .......
Name Value .| 000000150 [0OF 82 16 00 66 FF 06 11 00 03 16 OF 00 8E C2 FF| |.,..fa....... BB | ...l
§ bit, binary 11111010 000000160 |0E 16 00 75 BC 07 1F 66 61 C3 A0 F& 01 E8 09 00 uj..fal moum. .|| .......
ANSIcharacier 1= _ | 000000170 [nO FB Ol E8 03 00 F4 EB FD B4 01 8B FO AC 3C 00 || Bl.M..Qa3T.<P<.| | &uunnnn
Unicode dharac_ |8 000000180 |74 09 B4 OE BE 07 00 CD 10 EB F2 C3 OD OA 41 20| t.T.»..H.JITT..B | .......
8 bt signed e 000000190 |64 69 73 6B 20 72 65 61 64 20 65 72 72 6F 72 20| disk read error | | .......
Py r—— 0000001A0 | |6F 63 63 75 72 72 65 64 00 OD OA 42 4F 4F 54 4D| pccurred...BOOTM | .......
6om =9 FRRRETYTY: 0000001BO |47 52 20 69 73 20 6D 69 73 73 69 6E 67 00 OD OA| (GR is missing...| ...... a
i, signe ' 0000001C0 |42 4F 4F 54 4D 47 52 20 69 73 20 63 6F 6D 70 72| BOOTMGR is compy | -......
16 bit, unsigned 13,306 -
32 bit, signed _ -1,900,006,406 ad [ i v
Bookmarks Data Ir Find Results Sector: 0(Ox0)  Offset: 84 (0x54)  |Read Only
Volume: Recovery 8.80 GB [NTFS]
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Recovery Tips

DO NOT WRITE ANYTHING ONTO THE DRIVE CONTAINING YOUR IMPORTANT DATA THAT YOU
HAVE JUST DELETED ACCIDENTALLY!

In the event of an accidental partition deletion we strongly recommend that you perform the recovery
operation as soon as possible. If any new partition is created instead on the same space and some
information is written there, there is a chance that the writing process may allocate some data in this
'unoccupied space' thus damaging you data located on the partition deleted previously.

BACKUP MBR AND PARTITION BOOT SECTORS BEFORE RECOVERY STARTS
It will allow you to revert HDD back to the state it was before you started the recovery process in case if
anything goes wrong, let’s say you accidentally recover not a valid partition.

CREATE DISK IMAGE IF YOU HAVE EXTRA HARD DRIVE, OR OTHER LOGICAL DRIVES ARE BIG
ENOUGH!

Disk Image is a mirror of your logical drive that is stored in one file. This can be useful when you want to
backup the contents of the whole drive, and restore it or work with it later. Before you start recovering
partitions, it may be a good idea to create a Disk Image for this drive, if you have enough space at another
drive. Why? Because if you do something wrong while recovering, you still will be able to recover files and
folders from the Disk Image that you have wisely created.
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Troubleshooting

The following scenarios are provided from help service offered to actual customers.

What problem are you having?

I got Partition overlaps with other partition(s) error message while recovering. What does it
mean and what can I do?

Reason:

It means that the disk's space for the partition you are trying to recover is occupied by another existing
partition(s). It also means that you are either trying to recover an improper partition, or, if you are 100%
sure that it is your lost partition - the existing partition located underneath the Hard Drive device is invalid
(for example, you deleted original partition and re-created a new one instead).

Actions:

1. Verify that the partition you are trying to recover is an original one and actually contains your data. If
so, proceed to the step 2.

2. Verify that the existing partition(s) that overlaps with the one you are trying to recover is invalid. If
s0, you need to delete the existing invalid partition(s) using either the Computer Management
console, or execute Delete Invalid Partition command from Tools menu.

3. Find and try to recover your original partition once again.

[ Note:

Selecting, File -> Save Scan Results can save time and avoid having to re-scan the hard drive.

I got No space in the partition table error message while recovering. What does it mean and what
can I do?

Reason:
It means that partition table is full and there is no space there to insert a recovered one. Standard partition
table can contain only 4 partitions including one extended.

Actions:

1. Verify that partition you are trying to recover is an original one and actually contains your data. If so,
proceed to the step 2.

2. \Verify existing partition(s). Find out invalid one or not needed ones and delete them using either
Computer Management panel, or execute Delete Invalid Partition command form Tools.

3. Find and try to recover your original partition once again.

I got Unable to recover partition because detected file system is invalid! error message while
recovering. What does it mean?

It means that file system on the partition being recovered is not supported (i.e. Linux Ext2fs, etc...) or file
system itself is invalid. Partition Recovery is unable to recover such partitions.
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I got Partition is recovered however not possible to verify and refresh volumes warning. What
does it mean?

Reason:
It means that partition has been is written back to the partition table, but we are unable to verify the results.
Windows does not let the software to refresh volumes.

It could also mean that drive letter cannot be assigned for some reason.

Action:

Try to reboot the machine and verify the results.

I got Unable to recover the extended partition because another one already exists error.
What does it mean?

Reason:
It means that you are trying to restore Extended partition and another partition of type Extended already
exists on the disk. Only one extended partition is allowed to reside on the disk.

Actions:

1. Verify that partition you are trying to recover is an original one and actually contains your data. If so,
proceed to the step 2.

2. \Verify existing Extended partition. If it is invalid or contains invalid drives, you can delete it using
either Computer Management panel, or execute Delete Invalid Partition command form Tools
menu.

3. Find and try to recover your original partition once again.

I recovered the deleted partition, however Windows is unable to access it. Message Drive X: is
inaccessible. Do you want to format it? appears. What does it mean and what should I do?

Reason:

It means that underlying file system is damaged on the partition being restored. In spite the fact that
partition recovery software corrected MBR, Partition Table and Boot Sectors - something else within file
system is damaged (or overwritten) on the recovered drive, for example - MFT records on NTFS, Root or FAT
areas on FAT. As long as disk integrity test is not passed, Windows displays such a message.

It could happen in case if you've recovered not a proper partition or in case if file system is actually
damaged.

Actions:

1. Verify that partition you are trying to recover is an original one and actually contains your data. If
several partitions has been detected - make sure that you have selected the proper one. If you
realized that you've recovered not a proper one - delete it in Computer Management panel and
try the recovery process once again. To delete not a properly recovered partition you can also
execute Delete Invalid Partition command form Tools menu. You can also use SuperScan
method to scan the whole disk's surface and detect all possible partition information. Then to filter
out the garbage and look for the proper partition in the list. If something else that looks like a valid
data is found - delete not a properly recovered partition and try to recover the valid one.
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2.

In case if you 100% sure that you've recovered your partition and Windows is still unable to access
it, the only option to save your data is to copy files and folders from the damaged partition to the
another safe location. You can upgrade to and use Active@ File Recovery software to do it as well
as any third party software. Active@ Partition Recovery Enterprise also contains Active@ File
Recovery utility in its package. Before proceeding to the step 3, we strongly recommend you either
to recover particular files and folders using any file recovery software, or Create Disk Image for
the disk being recovered (to be able to recover files and folders later on from the raw disk image).

. As a last chance is to execute Check Disk Windows command hoping that the Windows itself could

repair damaged file system structures. Open Windows Explorer, go to Disk Properties, switch to
Tools tab, and execute Check Now... command. We strongly recommend you to recover particular
files and folders first, or create backup image for the disk being checked (to be able to recover files
and folders from the image later on) before Check Disk starts. It often happens that Check Disk
fixes file system structures, however part or all the user's data (files and folders) are lost. Recovered
disk might look like just formatted.
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Frequently Asked Questions (FAQ)

Does Active@ Partition Recovery work under Windows 2000 / XP / Vista?

Yes, it does.

Does Active@ Partition Recovery work under Windows 3.x

No. Support of 16-bit operation systems like Windows 3.1 is not implemented.

What is a Disk Image? Why is it needed?

Disk Image is a mirror of your logical drive that is stored in one file. This can be useful when you want to
backup the contents of the whole drive, and restore it or work with it later. Before you start recovering the
deleted files, it may be a good idea to create a Disk Image for this drive, if you have enough space at
another drive. Why? Because if you do something wrong while recovering the files (for example, recovering
them onto the same drive could destroy their contents), you still will be able to recover these deleted files
and folders from the Disk Image that you have wisely created.
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Glossary of Terms

boot record

See boot sector.

boot sector

cluster

The boot sector continues the process of loading the operating system into computer memory. It can
be either the MBR (see MBR, below) or the partition boot sector (see partition boot sector, below).

A group of disk sectors that contain file data. It is the smallest allocation unit for storing a file. For
example, if the file size is 100 bytes and the cluster size is 4096 bytes, the file system reserves one
cluster, or 4096 bytes for file data.

device node

In the Local System Devices list, a physical device containing logical drives. The first physical device
is named 80h.

FAT
e File Allocation Table. An area that contains the records of every other file data and directory in a
FAT-formatted hard disk drive. The operating system needs this information to access the files and
define the data cluster's chain. There are FAT32, FAT16 and FAT versions.
file
e A collection of data with a file name and file attributes, like size.. Almost all information stored in a
computer must be in a file.
folder
e An object that can contain a group of files. Folders are used to organize information. In DOS and
UNIX, folders are called directories or root areas.
HDD
e Hard disk drive.
log file
o A file that lists all events that have occurred. For example, Active@ Partition Recovery writes a log
file entry for every request made to the program and every event that happens as a result. You can
see the log at the bottom of the main screen.
logical drive
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e A partition is a logical drive because it does not affect the physical hard disk other than the defined
space that it occupies, yet it behaves like a separate disk drive.

MBR

e The Master Boot Record (MBR) is a small program that is executed when the computer is first turned
on. Typically, the MBR can be found on the first sector of a disk. The MBR first reads the disk's
partition table to determine which partition is used to load the operating system. The MBR then
transfers control to this partition's "boot sector" to continue the process. Loading the operating
system is called "booting" the computer.

MFT

e Master File Table. A file that contains the records of every other file and directory in an NTFS-
formatted hard disk drive. The operating system needs this information to access the files.

NTFS

e NT File System. NTFS was created to provide a more reliable operating system, compared to the FAT
file system.

partition

e A section of memory or hard disk isolated for a specific purpose. Each partition can behave like a
separate disk drive.

partition boot sector

e On NTFS or FAT file systems, the partition boot sector is a small program that is executed when the
operating system tries to access a particular partition. On personal computers, the Master Boot
Record uses the partition boot sector on the system partition to determine file system type, cluster
size, etc. and to load the operating system kernel files. Partition boot sector is the first sector of the
partition.

partition status

e SuperScan gives each partition a rating depending on how likely it is to recover data on the partition.
A status rating of 1 is very bad. A status rating of 8 is excellent.

physical device

e A piece of hardware that is attached to your computer by screws or wires. A hard disk drive is a
physical device. It is also referred to as a physical drive.

root area (and root folder)

e An object that can contain a group of files in a FAT file system. In other words, a directory or folder.
The root folder is the top-level folder that has no parent and can have children. A logical drive can
have only one root folder. Its name is usually *." (dot).

sector
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volume

The smallest unit that can be accessed on a disk. Tracks are concentric circles around the disk and
the sectors are segments within each circle.

A fixed amount of storage on a hard disk. A physical device may contain a number of volumes. It is
also possible for a single volume to span a number of physical devices.
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